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e Le stazioni A e B sono nascoste
tra laro. |l pacchetto CTS, inviata
dalla stazione C alla B in risposta
CTS = Clear To Send al pacchetto RT5, & ricevuto anche
RTS = Ready To Send dalla staziong A.
RTS | Data |
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/ Control frame or next fragment may be sent here

PIFS —»

DIFS

/ PCF frames may be sent here

/ DCF frames may be sent here

EIFS

/ Bad frame recovery done here

Time ————
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daniele@nvidia.ing.unimo.it: ~

File Modifica Wisualizza Terminale Schede Ajuto
daniele@nvidia:~$% I =1

daniele@nvidia.ing.unimo.it: ~

File Modifica Wisualizza Terminale Schede Ajuto

daniele@nvidia.ing.... ﬁldaniele@nvidia.ing.... # | daniele@nvidia.ing..., 3%
daniele@nvidia:~% I



















UNIMO
(155.185.0.0)

“dromio”

5” 155.185.48.48 Internet
bulgakov T nvidia -
155.185.48.97 Lfi}_;'ift’gﬁﬁ;oo 155.185.48.245 info-gw

interface 155.185.48.254

-#— ing.unimo.it 155.185.48.0 ———»
(subnet mask 255.255.255.0)



File Edit VMiew Go Capture Analyze Statistics Help

S C X2& Aer AT

E aqaf @WEMEX 8

Ellter: ||wlan._mgt.ﬁ._xed.beac0ﬁ e “ & Expre55|on...| j Pulisci QQ?AEpllca|
No. . Time Source Destination Protocel  Info .
1 0.000000 D-Link_a0:b&:06 Broadcast IEEE 802 Beacon frame,SN=933,FN=0,BI=100, SSID: "bulgakov"
2 0.102365 D-Link_a0:b6:06 Broadcast 1EEE 802 Beacon frame,SN=934,FN=0,BI=100, SSID: "bulgakov"
3 0.204738 D-Link_a0:b&:06 Broadcast 1EEE 802 Beacon frame,SN=935,FN=0,BI=100, SSID: "bulgakov"
4 0.307115 D-Link_a0:b&:06 Broadcast 1EEE 802 Beacon frame,SN=936,FN=0,BI=100, SSID: "bulgakov"
S 0.409613 D-Link a@:b&:08 Broadcast 1EEE 802 Beacon frame,SN=937,FN=0,BI=100, SSID: "bulgakov"
60 Broadcast 02 Beacon
8 0.614363 D-Link_s0:b&:06 Broadcast 1EEE 802 Beacon frame,SN=940,FN=0,BI=100, SSID: "bulgakov" ‘47
9 0.716738  D-link 20:b6:06  Broadcast  IEFE 802 Beacon frame,SN=941,FN=0,BI=100, SSID: "bulgakov" £
~ IEEE 802.11 wireless LAN management frame e
= Fixed parameters (12 bytes)

Timestamp: OxOOO0DD0011206129
Beacon Interval: ©,102400 [Seconds]
v Capability Information: Ox0021

¢ Transmitter 1s an AP
IBSS status: Transmitter belongs to a BSS
= CFP participation capabilities: No point coordinator at AP (OxQO000)
= Privacy: AP/STA cannot support WEP
Short Preamble: Short preamble allowed
= PBCC: PBCC modulation not allowed
Channel Agility: channel agility not in use
Spectrum Management: dotllSpectrumManagementRequired FALSE
Short Slot Time: Short slot time not in use
5 futomatic Power Save Delivery: apsd not implemented
0. ... ... .... = DSSS-OFDM: DSSS-0OFDM modulation not allowed
= Delayed Block Ack: delayed block ack not implemented
Qice wvvs vuve wv.. = Immediate Block Ack: immediate block ack not implemented

= Tanoed parameters (55 hvtes!)
UOUU U0 00 10 U0 BE U0 UU U0 U0 U4 BC 09 aU U0 43 00 L. ..f... L. Leald.
0010 80 00 00 00 ff ff ff ff ff ff 00 od 88 a0 bs o8
0020 00 Od 82 a0 b6 06 a0 3a 29 61 20 11 00 0O 00 0O
0030 64 00 00 08 62 75 6c 67 6L 6b &f 76 01 05
0040 82 84 8b 96 2¢ 03 01 01 05 04 02 03 00 0D 07 06 2
0050 45 55 20 01 Od 14 2a 01 00 32 08 Oc 12 18 24 30 Bl it
0060 48 60 6¢c dd 05 00 03 2f 0l 0l 00 Hiblizaay

B s

i Y

s
o

n [ |

@ . .
Failr o T
mnou

L2030

[ T ] ([

ESS capabilities (wlan_magt fixed .capabilities.ess), 2 bytes L P.60LD:163IM: O







Fle Edit View Go Capture Analyze Statistics

Help

eshark Network

(A er |

Ready to load or capture

BE

\;]l +gxpressmn...“‘g>guhscw JI o AEph:aJ

No Packets

Device
@ ethl
@ eth2
&l any
o

DCescription

Pseudo-device that captures on all interfaces

P Packets Packets/s |

155.185.48.48 82
192.168.2.100 159

401

127.0.0.1 120

11

23

22

12

|E§tart |mgpt|ons ‘




Wireshark: Capture Options

Capture

Interface: [bthl ] ']
IP address: 155.185.48.48, fe80::214:7cff:fead:1fag

¥ Capture packets in promiscuous mode

[] Limit each packet to ||

igapture Filter:| I | - l

~Capture File(s) | Display Options

File: [ l 5 Browse.., [] Update list of packets in real time

[ Use multiple files

[] Hide capture info dialog

Name Resolution

Stop Capture & Enable MAC name resolution

B || [ Enable network name resolution
.. after | il
] et I 5 | Enable transport name resolution

@Aiuto X Annulla l [ agtart ]




Fle Edit Wiew Go Capture Analyze Statistics Help

BEeol BaXESs ke T2 [EBE aaaq

[ Filter: |http contains "www.google.com” - [dlngxpression... I%Eu\isci o Applica

Mo, . Tirme Source Destination Protocol Info —
79 3.305238  128.121.50.122 155.185.48.48 HITP  HTTP/1.1 200 0K (text/html)
380 6.137991  128.121.50.122 155.185. i HTTP  HTTP/1.1 200 OK (text/html)

442 9.149588 . 121.50.122 5. 18 ] HTTP/1.1 200 OK | t/html) =

<!-- Search popup --=
=div 1d="search_popup" style="display: nene; position: absolute;"=
<div id="search_close" style="text-align: right;" onclick="toggleSearch();" onmouseover="this
<!-- SiteSearch Google --=
arm method="get" actien="http:/; .google.com/custom” target="_ top'=
<table border="0" bgcolor="#ffffff" summary=""=
<tr=<td nowrap="nowrap" valign="top" align="left" height="32">

<a href="http://www.google.com/"= =
<img src="http://www.google.com/logos/Logo_25wht.gif" border="0" alt="Google" align="middle"=| |
(] [ _ [+]
[ToT o 7 z - — - T & T T
1900 =
1210 5 5 7 7 e.c om/custo
o8] 22 20 74 61 72 67 65 7 22 5f 74 6f 70 228" targe t=' top' -

Frame (1088 bytes) ‘ Reassembled TCP (8551 bytes) ‘ De-chunked entity body (8291 bytes)

SPi601D:3MIO




Fle Edit Wiew Go Capture Analyze Statistics Help .
S@gen @EdAxXxE s @ *+FE Eaaq

E]Eilter: |http and (wlan fcretry |= 0) I;][A'- Expression.., l%,gu\isci

|No. ; Time Source Destination Protacol  Info
79 3.305238 128.121.50.122 HTTP/1.1 200 oK (text/html)
103 3.664858  128.121.50.122 T ] HITP/1.1 200 OK (text/css)
150 4.376491  128.121.50.122 8 HTTP  [TCP Previous segment lost] Co
@ — ] ™
SUBTYpeE: U (=]
~ Flags: OxA B
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
= More Fragments: This 1s the last fragment

o Applica

= Retry: Frame 1s being retransmitted

L..0 L... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = Protected flag: Data is not protected

O... «u.. = Order flag: Mot strictly ordered
Duration: 44
Destination address: 3comEuro_2d:04:58 (00:18:6e:2d:04:a8)
[l [ i D)
0010 08 2c 00 00 18 e 2d 04 aB 00 Od 88 a0 bé 06 .I,...n- ........
0020 00 Oe 7T 08 656 00 a0 3d aa aa 03 00 00 00 OB 0O e PP

feYateaTat AC__An_NE A_LC c _an oo of _ne Fo fo on I0 a0 T Ex Ao I3 =

Frame (1524 bytes) | Reassembled TCP (10112 bytes) I De-chunked entity body (9851 bytes)

(4]

AL Iv)

Retransmission flag (wlan fe.retry), 1 byte CPi601D:31IM:O



Ele Edit Wiew Go Capture Analyze Statistics Help

BEked BEaXoS e YT 2 BE @aaq

Eilter: |wlan.‘fc‘type =3 - I{ngxpression... l%}Eu\isci o AEpIica‘

No. . Time Source Destination Protocol | Info =
7 B{58111]. 155,185, 48, 102 155.185.48.255 NENS Name query NE DIRSIT-NORTONE<
11 0.874361  CameoCom_d7:99:f9 Spanning-tree- (for-br STP Conf. Root = 0/00:40:f4:d7:99[
12 0.946233 SunMicro_24:5a:8f Broadcast ARP who has 155.185.48.1267 Tell
18 1.359487  Sony_07:b6:a6 NETBIOS- BROWSER Get Backup List Request

Get Backup List Request

19 1.359856 Sony_07:b6:a5 NETBIOS-
( Hello Packet

1.947372  SunMicro_24:5a:

34 Wwho has 155.185.48.1267 Tell
41 2.494237  155.185.48.116 155.1B5.48.255 Name query NB DIRSIT-NORTONE<
42 2.549360  128.121.50.122 155.185.48.48 TCP www > 50638 [SYN, ACK] Seq=0
2.B846864  12B.121.50.122 155.185.48. [TCP segment of a reassembled
51 2.847750 128.121.50.122 155.185.48.48 TCP [TCP segment of a reassemblec
52 2.848765  128.121.50.122 155.185.48.48 TCP [TcP out-of-Order] [TCP segme
55 2.948612  SunMicro_24:53:8f Broadcast ARP Who has 155.185.48.1267 Tell |

[ [ B

|+ IEEE BE2.11 \
/Sub
4] | I+

0000 00 00 10 00 62 00 00 00 00 48 6C 09 cO 00 47 00 v Rann albsea Gl i
0010 [E 0a 2c 00 00 18 6e 2d 04 a8 00 0d 88 a0 b6 06 ., ...n- ........

0020 00 Oe 7f 08 66 00 b0 3c aa as 03 00 00 0O 08 00 T =
0030 45 00 05 de 56 30 40 00 2f 06 71 Of 80 79 32 73 E...v0@. /.qg..y2z =l
Typé and sdbtypé combined (w\an.fc.tybe_subtyhe), 1 E}te PIE01D:213M: 0

EEE 802,11 wireless LAN

&

Reassemble fragmented 802.11 datagrams:

Assume packets have FCS:

o o

Ignore the WEP bit:

Y]

Enable decryption:

WEP key #1: [70:52:GF:56:61:31:30:32:39:33:21:3F:24 ]

WEP key #2: | |




Fle Edit Wiew Go Capture Analyze Statistics Help

|

SEgc edxga @ ¥F 2 Qaa
Ellter: |tcp I;][ o Expression... %Eullsm of Applica
iNo.. Time Source Destination | Protocol | Info

42 2.54936 185.48.48

49 2.846864 0.122 155.185.48.48 TCP I gment of a r embled PDU] |
51 2.847750 50.122 155.185.48.48 TCe [TCP segment of a reassembled PDU]
52 2.B48765 0.122 1155.185.48.48 TCR [TCP out-of-Order] [TCP segment of a r bled PDUI
61 3.125088 122 155.185.48.48 TCP [TCP segment of a reassembled PDU]

06235 28.121.50.122 155.185.48. 48 TcP [TcP segment of a reassembled PDU] |
64 3.126873  128.121.50.122 155.185.48.48 TCP [TCP out-0f-order] [TCP segment of a reassembled PDU]
65 3.127758  128.121.50.122 1155.185.48.48 TP [TcP out-of-order] [TCP segment of a r bled PDU]

(4]

b Frame 42 (188 bytes on wire, 108 bytes captured)
b Radiotap Header va, Length 16

Type/Subtype: Data (32)
= Frame Control: Ox0A08 (Normal)
Version: O

BSS Id: D-Link_a0:b6:06 (00:0d:88:a0:b6:08)
Source address: HewlettP_08:66:00 (00:0e:7f:08:66
Fragment number: ©
Sequence number: 957

P Logical-Link Control

Type: Data frame (2)
Subtype: ©
= Flags: OxA
DS status: Frame from DS to a STA via AP(To DS: O From DS:
.0.. = More Fragments: This is the last fragment
1... = Retry: Frame is being retransmitted
.0 ... = PWR MGT: STA will stay up
.0. .... = More Data: No data buffered
.0.. .... = Protected flag: Data is not protected
... vu.. = Order flag: Mot strictly ordered
Duration: 44

Destination address: 3comEuro_2d:04:a8 (00:18:6e:2d:04:a8)

:08)

1) (oxez)

b Internet Protocol, Src: 128.121.50.122 (128.121.50.122), Dst: 155.185.48.48 (155.185.48.48)
b Transmission Control Protecol, Sre Port: www (80), Dst Port: 50638 (50638), Seq: 0, Ack: 0, Len: ©

- IEEE 802.11

0000 00 00 10 00 Ge 00 00 00 00 60 6c 09 cO 00 45 00 Wz w kewaE
0010 (g 18 Be 04 as id 88 bE O

0020 [elolgor] @a aa 03 00 00 00 O2 00 RS --------
0030 45 00 00 3c 56 09 40 00 2f 06 76 d6 80 79 32 7a E..<V.@. /.v..y2z

IEEE B02.11 wireless LAN (wlan), 24 byfés <

 PiB01D:142 M0




Beacon Period: 100 (20-4000 Kusec) Data Beacon Rate (DTIM): |2 (1-100)

Max. Data Retries: 64 (1-128) RTS Max. Retries: |64 (1-128)

Fragmentation Threshold: 2346 (256-2346) RTS Threshold: IlODD (0-2347)



- 8

& - [s00g [4)

@3 |0 ntrp:r155.185.48.97/ap_network-it_802-11 c.shtmi [~[ ]

Busce Srareas mmmmmmmmmmmmw
M' Cisco Aironet 1100 Series Access Point

RADIO0-802.11G STATUS DETAILED STATUS ji= SETTINGS

Hostname bulgakov bulgakov uptime is 6 minutes

Network Interfaces: Radio0-802.11G Settings
NETWORK io: 5 i
INTERFACES Enabie Radio: & Enable " Disable
1P Address Current Status (Software/Hardware): Enabled{f upft
FastEthernet ) )
Radio0-802.11G | Role in Radio Network: & Access Point

¢ Access Point (Fallback to Radio Shutdown)
" Access Point (Fallback to Repeater)
& Repeater

© Workgroup Bridge

" Scanner
No. . Time Source Destination Protocol  Info
112 3.666473 - C15C0714?24:QD (RA) IEEE 8t Clear-to-send
113 3.666977 193.206. 140.37 155.185.48.48 Tcp [TCP segment of a reassembled PDU]
114 3.667101 Cisco_14:24:90 (RA) IEEE 8¢ Acknowledgement
115 3.667224 155.185. 48.48 193.206.140.37 TcP 35309 > www [ACK] Seq=544 Ack=8589 Win=23232
116 3.667348 3comEuro_2d:04:a8 (R! IEEE 8( Acknowledgement
117 3.667597 Cisco_14:24:90 (TA) 3comBuro_2d:04:a8 (R! IEEE 8( Request-to-send
118 3.667723 Cisco_14:24:90 (RA) IEEE 8¢ Clear-to-send
120 3.668350 Cisco_14:24:90 (RA) IEEE 8¢ Acknowledgement
121 3.668473 Cisco_14:24:90 (TA) ScomEuro_2d:04:a8 (R! IEEE 8( Request-to-send
122 3.688597 Cisco_14:24:90 (RA) IEEE 8t Clear-to-send
123 3.669227 193.206. 140.37 155.185.48.48 Tcp [TCP segment of a reassembled PDU]
14 = ; 1 aema fran - dena (mi T o ;o . -

P Frame 119 (1548 bytes on wire, 1548 bytes captured)
[ Radiotap Header vO, Length 18
= IEEE 802.11
Type/Subtype: Data (32)
= Frame Control: 0x0208 (Normal)
Version: O
Type: Data frame (2)
Subtype: O
P Flags: ox2
Duration: 44
Destination address: 3comEuro_2d:04:a8 (00:18:6e:2d:04:a8)
BSS Id: Cisco_14:24:30 (00:15:fa:14:24:90)
Source address: HewlettP_08:66:00 (00:0e:7f:08:66:00)




MNo

148
149
150
151
152
153
154
155
156
157
158
159
160

Packet Range:

@ All packets

_) selected packet only

) Specify a packet range:

Time

15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15,
15,

054108
156488
258863
361237
453734
566111
568424
770862
873227
975737
078103
180478
282858

Source

D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:
D-Link_a0:

b6:
b6:
b&:
b6:
b6:
b6:
b&:
b6:
b6:
b6:
b&:
b6:
b6:

06
06
06
06
06
06
06
06
06
06
06
06
06

Destination
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Captured || Displayed

160

1

(4]
Protocal | Info
IEEE 802 Beacon frame,SN=1278,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1279,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1280,FN=0,BI=100, SSID: "bulgskov"
IEEE 802 Beacon frame,SM=1281,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1282,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1283,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1284,FN=0,BI=100, SSID: "bulgskov"
IEEE 802 Beacon frame,SM=1285,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1287,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1288,FN=0,BI1=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1292,FN=0,BI=100, SSID: "bulgskov"
IEEE 802 Beacon frame,SM=1293,FN=0,BI=100, SSID: "bulgakov"
IEEE 802 Beacon frame, SN=1294,FN=0,BI=100, SSID: "bulgakov"



No. . Time Source Destination Protocol | Infe

327 4.922611 128.121.50.122 155.185.48.48 HTTP HTTP/1.1 200 OK (PNG)
3321 4.951104 155.185.48.48 128.121.50.122 50639 > www [ACK] Seq=1946 Ack=44243 Win=1574

P Frame 331 (100 bytes on wire, 100 bytes captured)

P Radiotap Header vO, Length 18

~ IEEE 802.11

Type/Subtype: Data (0x20)

Frame Control: 0x0l08 (Normal)

Duration: 40

BSS Id: D-Link_a0:b5:06 (00:0d:88:a0:b5:06)

Source address: 3comEurc_2d:04:a8 (00:18:6e:2d:04:a8)
Destination address: HewlettP_08:66:00 (00:0e:7f:08:66:00)
Fragment number: O

Sequence number: 812

-

No. . Time Source Destination Pratocol | Info

327 4.922611 128.121.50.122 155.185.48.48 HTTP/1.1 200 OK (PNG)
331 4.951104 155.185.48.48 128.121.50.122 TCP 50639 = www [ACK] Seq=1946 Ack=44243 Win=1574

P Frame 327 (898 bytes on wire, 898 bytes captured)

P Radiotap Header vO, Length 186

~ IEEE 802.11

Type/Subtype: Data (0x20)

Frame Control: Ox0208 (Mormal)

Duration: 46

Destination address: 3comEuro_2d:04:a8 (00:18:6e:2d:04:a8)
BSS Id: D-Link_aO:b6:06 (00:0d:88:a0:b6:06)

Source address: HewlettP_08:66:00 (00:0e:7f:08:66:00)
Fragment number: O

Sequence number: 1092

-
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D-Link

Buildiing Networks for People

;‘AirPILg’ e+

High-Speed 2.4GHz Wireless Access Point
BT Advanced IEPTYE ~ Status___ Help

‘ — MAC Filters

DWL-2000AP +
[ L.

Filters are used to allow or deny Wireless Clients users from accessing the
Mode DWL-2000AP+
" Disabled MAC Filters
D Lo Only allow MAC address(es) listed below to connect to DWL-2000AP+
" Only deny MAC address(es) listed below to connect to DWL-2000AP+

A

9 9O

MAC Filter List Apply Cancel Help
MAC Address
00-18-6e-2d-04-28 4 Tl

MAC Address

Filters

Connected PCs | 00-18-6e-2d-04-a8 ~|
















D-Link

Buildiing Networks for People

BWL-Z?OHAPd-

A =

AR,

G+

High-Speed 2.4GHz Wireless Access Point

Tools

_Slatus

 Help

Home BTS00
Wireless Settings
AP Name : [bulgakov
SSID : [bulgakov
Channel : |1 ~|
Authentication: & open System [ Shared Key ¢ WPA { WPA-PSK

WEP :

WEP Encryption :
‘WEP Mode :
Keyl :

Key2 :

Key3 :

Keyd :

¢ Enabled @ Disabled

128Bit ¥|

Ascll -]

@ [pRovatozsams
rl—
r‘l—
(‘I—

9 00O

Apply Cancel Help

La pagina sul server hittp://bulgakov.ing.unimo.it riporta:

/-'|'- The WEP can not be disable when the Authentication Type is in the Shared Key mode.
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~ IEEE 802.11 wireless LAN management frame

1xed parameters (12 bytes)
Timestamp: Ox000OOOODO1OCC122
Beacon Interval: ©,102400 [Seconds]

~ Capability Information: 0OxG0471

.1 = ESS capabilities: Transmitter 1s an AP
. . ..0. = IBSS status: Transmitter belongs to a BSS
..0. .... 00.. = CFP participation capabilities: No point coordinator at AP (0x0000)
Privacy: AP/STA can support WEP
short Preamble: Short preamble allowed
PBCC: PBCC modulation allowed
Channel Agility: Channel agility not in use

@ - .

o .

e .
PR

mw - nn

.0 .... .... = Spectrum Management: dotllSpectrumManagementRequired FALSE
short Slot Time: Short slot time in use
.. 0... .... .... = Automatic Power Save Delivery: apsd not implemented
0. .vv. wue. .... = DSSS-OFDM: DSSS-OFDM modulation not allowed
0., Delayed Block Ack: delayed block ack net implented
Ouve venwn weve w... = Immediate Block Ack: immediate block ack not implented
agged parameters (55 bytes)

[
I

- T
P SSID parameter set: "bulgakow"
P Supported Rates: 1,0(B) 2,0(B) 5,5(B) 11,0(B) 22,0
P DS Parameter set: Current Channel: 1
P (TIM) Traffic Indication Map: DTIM 2 of 3 bitmap empty
P Country Information: Country Code: EU, Any Environment
P ERP Information: no Nen-ERP STAs, do not use protection, short or long preambles
P Extended Supported Rates: 6,0 5,0 12,0 18,0 24,0 36,0 48,0 54,0
P Vendor Specific: Globalsu
0030 64 00 [ 00 08 62 75 6¢ 67 61 6b 6f 75 01 05  d.ff..bu lgakov..
0040 82 84 8b 96 2c 03 01 01 0S5 04 D2 03 00 00 GF 06 g eeeaeaan
DOS0 45 55 20 01 Gd 14 Za 01 00 32 08 Oc 12 18 24 30 EU ...%¥,
000 48 60 6c dd 06 00 02 2f 01 01 0O H'l....
Capability information (wlan_magt fixed capabilities), 2 bytes P:1D:1M:0



No. . Time Source Destination Protocol Info

1 0.000C00 Askaycum_?4:55:26 Broadcast T1EEE 8( Probe Request, SN=3765,FN=0, S5ID: "UNIMORE"
2 0.000498 AskeyCom_74:85:26 Broadcast IEEE 8¢ Probe Request,SN=3786,FN=0, SSID: Broadcast
2 0.001247 D-Link_a0:b&:06 AskeyCom 74:85:26 1EEE 8( Probe Response, SN=3462,F ,BI=100, SS5ID: "bulgakov"

4 0.002247 Sk Response, SN=3462, FN=0,

5 0.002495 D-Link_a0:b6:06 (RA) IEEE 8¢ Acknowledgement

P Frame 4 (113 bytes on wire, 113 bytes captured
P Radiotap Header vO, Length 16
P IEEE 8082.11
=~ I1EEE 802.11 wireless LAN management frame
~ Fixed parameters (12 bytes)
Timestamp: OxO0COGO001C73SBE3
Beacon Interval: 0,102400 [Seconds
P Capability Information: 0x0071
= Tagged parameters (61 bytes)
P SSID parameter set: "bulgakov"
Supported Rates: 1,0(B] 2,0(B) 5,5(B) 11,0(B) 22,0
DS Parameter set: Current Channel: 1
Country Information: Country Code: EU, Any Environment
ERP Information: no Mon-ERP STAs, do not use protection, short or long preambles
Extended Supported Rates: 6,0 9,0 12,0 18,0 24,0 36,0 48,0 54,0
Vendor Specific: TexasIns
vendor Specific: GlobalSu
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