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and sends it to Bob
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Eve is the eavesdropper; she can
try to recover m or to get Ke
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Bob recovers m=D(Ke,c

m: plaintext

Kc: secret key

E(K,x)=encryption algorithm
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Oscar is the opponent; he can try to get Ka, to
modify m, or to forge a valid couple (m’,a’)
Alice computes a=h(Ka,m) Oscar Bot? computes_a’=h(|.(z_1,m_) atnd compares
and sends (m.a) to Bob . it with the rgcelv_ed a; |f_a—a Bob accepts
’ m,al|m’ ’a’ m (both identity and integrity check)
e m.a m,a % 7
? E Alice ’ ’ Bob e
m: message Ka: secret key
a: Message Authentication h(K,x): cryptographic hash
Code (MAC) algorithm
Ka: secret key
h(K,x): cryptographic hash
algorithm
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Eve is the eavesdropper; she can
try to recover m or to get SKg
_ Eve
Alice computes c=E(PKg,m) _
~ and sends it to Bob c? Bob recovers m=D(SKg,c)
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‘ Alice » Bob @aﬂ
m: plaintext c: ciphertext
PKg: Bob public key (used for SKpg: Bob secret key (used for
encryption by Alice to Bob) decryption by Bob)
E(PK,x)=encryption algorithm D(SK,x)=decryption algorithm
Big issue: public key authentication
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Oscar is the opponent; he can try to get SK,,, to modify
m, or to forge a valid couple (m’,s’)
Bob applies a verification algorithm
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bt ’ m,s [lm’,s’ integrity check) L
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m: plaintext m: plaintext
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signing by Alice) PK,: Alice public key (used for
g(SK,x)=signing algorithm verification by Bob from Alice)
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o Shift cipher. Let P=C=K=2,,. For 0=sK<25 and x,ye Z,; define
ex(X)=(x+K) mod 26
di(y)=(y—K) mod 26

o Substitution cipher. Let P=C=Z,;. K consists of all possible

permutations of symbols 0,1,...,25 (they are 26!). With 0=<x,y<25
and for each permutation neK, let ©' be its inverse
permutation; then

e, (X)=m(x)

di(y)=m'(y)
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O Let P=C=Z,5 and let
K={(a,b) € Z,5 x Z,5 : gcd(a,26)=1}
o For K=(a,b) € K and x,ye Z,; define

ex(x)=(ax+b) mod 26
di(y)=a'(y—b) mod 26
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O Let P=C=Z,4™ and let capital bold letters denote m x m matrices
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o Let m be a positive integer. Let P=C=Z,,m and let K consist of
all possible permutations of {1,...m}. For a key (i.e. a
permutation) m and for x,ye P=C let n' be its inverse
permutation; then
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end
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